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ABSTRACT

The way using the internet has been changed bynthdern era; it is mutated into a strong enablerdese it delivers
customized ways to boost people's living standartls. Internet of Things (IoT) is a network of maeksi that can feel,
connect with embedded technologies to meet, r@aent help control their lives in all possible waysfrastructure
availability, resource availability at inexpensipeices, 10T system usability at any time are thesoms for the enormous
growth of 10T technology in the 21st century. Ihdze assumed that the 10T is the revolution thagsuthe digital and
physical world. COVID-19 is a pandemic disease eduBy the Corona virus. It is a dangerous dise&sg in many
countries has infected people and taken the livgmople in lakhs. It travels from person to perggrthe nose or mouth
droplets of an infected person. As a protectioniagfabeing poisoned, person to human contact megprevented or
adequate distancing must be preserved. In ordeprvent the transmission of the disease, lock doma&e been
introduced. The year 2020 has created an opporunitillustrate the role 10T has played in the Bvef individuals from
all industries. Anybody anywhere, anywhere linke@ny aspect of the thing or part of the thinghistpandemic case.
Anyone anywhere, everywhere related to any asgehedhing or people around the world is made pgaesusing 10T in

this pandemic case. IoT and its classification diseussed in this paper
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INTRODUCTION

loT interfaces gadgets and sensors through remotke mnd make information accessible to the cliéfits.clients can get
to and have control over the gadget from anyplaitkirwthe world. In straightforward words loT pemfios AAA that's
collect information, from any put any time anyplaatethat point analyze, prepare information andqgoer activities to
support the choice making. 10T interact within #zame way how individuals connected in physical ddtlis done with
the assistance of computerized objects [1]. Theuackd objects give information as physically givgnthe individuals
for preparing. 10T replaces human- human commuisicaAgreeing to measurement report from Gartnérilvestigate,
CISCO IoT solidness approximately 25-30 billionloT gadgets will be associated to the Web. It ialeated that 127

modern 10T gadgets will be interfacing each mom&he number of loT gadgets in domestic will haviast rise and it is
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anticipated to be around 12.86 hillion. loT hasaat out to e boon not as it were for an indicated division fautall

sectors [2].

There are two 10T markets. They are Even and \&rficT showcase. 10T showcase which centres or
particular administrations that's in arrange to intke requests of particulindividuals is called vertical showcase an
may be either industry particular or statistic atttr [3]. Level loT showcase centres on wide eatef client needs ar
it has huge client base. In flat showcase buyedshaiyers will be of distinctiveivisions of the economy. From the Figt
1 it is obvious that sum contributed on vertical lof diverse divisions has seen fast developmanrhf201:-2020. The
number of 0T gadgets associated to the web is ithane that of the versatile gadgets assed to web [4]. The assessed
increment in showcase share contributed by divérgsions towards 10T application for the year 2-2025 is appeared
within the Figure 2 and it is found that more spations are made on wellbeing care units to congertventional
hardware and machines into savvy items. Since isfwiidespread COVI-19 there's plausibility to present Robots v
wellbeing checking framework to dodge human intéoacand to supply medications to tainted peopl@itoinish the
infection spread in futureSo, rate of speculation in wellbeing care I0T aggtlons will have colossal development wi
compared to other divisions. COVIT® affect will cause a huge alter not as it werBRéstorative 10T applications but too

instructive sectoras well as mechanical divisions where there's filditys of interaction of community of individualg].

Spending on Internet of Things World Wide by Vertical in 2015 and
2020
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Figure 1: Investment in the Multiple 10T Industries in Billions of US Dollars (Source: Forbes.
IOT CLASSIFICATION BASED ON CAPABILITY AND PERFORMANCE

IoT grouping can be achieved in various ways. la@igets are graded as low, middle and -ended gadgets on the basis
of capability and execution. Loend gadgets based on advanced features such asryndraokup of heterogeneo
devices, network organization, reliability and genuine timapability are categorized as Type0O, Typel and Z)
Cameras, actuators, openmote, waspmote, TmoteASREL SAM R21 Xplaine«-pro, etc. TypeO has resources that
minimal. The first layer reflects ift contains functions for sensing and actuatingcémtrast to low end instrumen
Sensors Typel has more power [6]. It offers moaguies than Type0.0. The downside is that it e tomputationa

capacity to manage difficult specifications. liquires fundamental microcontrollers. In other wordsincreases th
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functionality of 10T products with lower ends. la$ functions such as image recognition, extraatiodata, etc. Form

requires CPU, RAM, flash memory and supports tiawll opereing systems such as LINUX, UNIX. It can be combil

with nearly all protocols for communication. Thelip of middle-end 10T systems to use more than one communic

technology. The spectrum of hundreds of MHZ isdluek speed and RAM [7]. It has ne limited resources relative to

low-end devices, but fewer than those of l-end devices. The design specifications for loT ceviand protectio

requirements for these I0T devices are outlinebable 1 and .

Estimated Marketshare Of Dominant loT Applications by 2025

Resource kxtraction, 4%

Securily, 4%

Urbanstructure, 4%

Retail, 1% Vehicles | 2%
Agriculture, 4% _ '

Figure 2: Estimated Contribution of the 0T Industries that Control.

Table 1: Specifications for Various I0T Application Forms

<100 Use gateways for communicat
Low End TypeO| <10kB KB Does not support No protocol stack embedd
Devices - . -
Typel| ~10kB| ~100kE Could be Use light weight protocols, communicate w
implemented other devices without using gatev
Type2| ~50kB| ~250kE | Could be operated | Supports communication protocol such as H
Table 2: Security Specifications Focused on the Capability of IoT Dewes
Message encryption Yeq Yes
Malware response
: . Data encryption Yes| Yes
Confidentiality Tamper resistance Yes
Device 1D Yes Yes Yes
management
Data integrity Yes| Yes
Integrity Platform integrity Yes
Secure booting Yes
Logging Yes | Yes
State Inf 0. Yes Yes Yes
Transmission
Availability Security monitoring Yes
Security patch Yes
Security policy Yes
Software safety Yes| Yes
www.iaset.us editor @iaset.us
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Table 2: Contd.,

Authent.|cat.|0n/ User authentication Yes Yes
Authorization
Device
authentication Yes Yes
Password Yes Yes
management
Access control Yes Yes
Device ID
—— Yes
verification

IOT GROUPING BASED ON THE LIFE CYCLE OF ORGANIZATIO N AND OPERATION

Another grouping, based on the association of tityewith that of physical equipment, is knownlaw-level operation,
assets service, entity service, consolidated sef8ic IoT is defined as deployable, deployed, perational, depending on

the level of service. Figures 3 and 4 reflect thsgifications.
IOT GROUPING BASED ON OPERATING SYSTEM

A series of programs called the operating systemlsidge between applications or users and congulte operating
system is built on the 10T computers to run thegpans and control the devices. It is further gradedow and high-end
depending on the operating system (OS) [9]. Inrégb, the schematic representation is shown. Taldsplays some of

the operating systems required for low-level arghHevel computers.
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Figure 3: Entity Partnership Definition Based.
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Service

Life Cycle (Quality

of Service)

v

Deployable
1. Service Unavailable in the Field

2. Service register does not have service
locator
3. Run time environment not assigned

v
Deployed

1. Service already available in the field
but not put in use
2. Run time environment available for
use and steps has to be taken to make in
use. The steps may be either technical or
economical

1. Ready to
entity

Operational

use and 1s associated with an

Figure 4: Operation Life Cycle-Based Grouping.

Table 3: OS for Device with loT

Operating System| Supporting Device | l0T-Enabled Devices| OS Supporting |
Tiny OS No Low Non-Linux
Contiki Yes Low Non-Linux
RIOT Yes Low Non-Linux
LiteOS No Low Linux
FreeRTOS Yes Low Non-Linux
Mynewt Yes Low Linux

IoT OS |

Non
Linux based
' [ Low end

|

It may or may not be
Linux based
Low - level IoT devices
with limited resource
operate using Low end OS

It is LINUX based
High and middle level IoT
devices on a single board
has LINUX has its OS

_..[

High End

=)

Figure 5: Classification by Type of OS Used.
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IOT GROUPING BASED ON NETWORKING TECHNOLOGY

To provide basic smart services, 10T requires cotivigy technologies to connect heterogeneous dbjéc the sharing of
information, communication technology supportsipbssible to connect locally using Bluetooth, N#Ghe Internet [10].
The key distinction between local and internet @geot communications is focused on variables suclrassmission
range, power usage, and memory used. 10T includigonking technologies to connect heterogeneousctdbjn order to
provide simple smart services. Communication irtftedure assists in the exchange of knowledge.tBaik, NFC or the
Internet may be used to connect locally. Variatsesh as propagation range, power consumption, asmany used
reflect on the main difference between local ardriret protocol communications. A subclass of REIFC. NFC is a
13.56 MHZ high frequency RFID. RFID is a protectedthod of data sharing, consisting of a readeratat) antenna.

RFID may either be passive or aggressive. Thergarations between Active and Passive RFID in &abl

Table 4: Active and Passive RFID

Active RFID Passive RFID
It has own power source Do not have their own paseerce
It finds its application in construction, securiBuiblic works| It finds its applications in papextile etc.
Tags are costly and have limited life span It imBisize, light weight and has long life span

Low Power Technologies- Developed Low Power Teobgiels to support the 10T model. The arrangements fo
all forms of sensors are improved by LPWANS (Lowneo Large Area Networks). With thin, cheap battetasting for
years, it has the potential to provide long-rangmmunication. It finds its applications in remottrols, smart meters,
construction contracts, etc. Registered versiomd s15 NB-IoT, LTE-M and unlicensed versions suchivid6THINGS,
LoRa, Sigfox and so on can be used. Reliable bbzam connectivity is provided through wireless texdhgies used in
mobile phones [11]. For its service, it needs poamul its operating cost is high. Due to factors lifequency, contact
range and security, it does not support most laddpets. Due to high energy demand, Wi-Fi findsaipplications in
intelligent home appliances, surveillance cameess, Coverage, scalability and power usage aredhnsiderations that
make it less widespread. Wi-Fi-6 offers increasaddwidth < 9.6Gbps to improve data transmissioarier to address
the data transfer caused by the congested envimtnine-Fi HaLow has enhanced energy output butdasgcurity. Along
with electronic sensors, blue tooth low energy bhe tooth devices are used to provide a smantfatte specifically for
medical wearables and exercise. The topology ofiMedps Zigbee to connect with more 10T computeligher data
rates are enabled and less electricity is usedindis its applications in medium-range 0T devicegh as energy
management, protection, HVAC control and so on tuéow power consumption. For all IoT programs, thetwork
specifications are not the same [12]. Each IoT iappon has a prerequisite for its own network. Wadality, security,
bandwidth latency, power consumed by devices, serguality, network management are the factors dffigtct the
selection of wireless technology for specific Igdphcations. The wireless technology for differénit implementations is

seen in Table 5.
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Table 5: For Separate 10T Verticals, Wireless Techology

41

LPWAN Cellular Zigbee e RFID
: BLE (Star & | Wi-Fi (Star :
Key IoT Verticals (Mostly (Point-to-
(Star) (Star) Mesh) Mesh) and Mesh) Point)
Industrial loT H|ghly Mod(_erately Mod(_erately
applicable applicable applicable
Smart Meter H|ghly
applicable
Smart City
Smart Building Mod(_erately Mod(_erately
applicable applicable
Smart Home Very High Very High Very High
Wearables Moderate Very High
Connected car Moderate
Connected Health H|ghly H|ghly
applicable applicable
Smart Retail Mod(_erately H|ghly Modgrately H|ghly
applicable applicable applicable | applicable
Logistics & Asset | Moderately Highly Highly
tracking applicable applicable applicable
. Highly
Smart Agriculture :
applicable

IOT GROUPING BASED ON MIDDLEWARE

The computing layer called 10T Middleware conneetsious application domains to interact over ddfgr domain
interfaces. Middleware is often referred to asgafe glue because it allows software engineers uitd lcontact
implementation programs. If complex programmingd$ designed initially middleware enables to intgrit later with
the help of support architecture. Schematic reptasen of the general functions that middlewareoeses [13]. In order
to identify IoT middleware as service-oriented,utleoriented and actor-oriented middleware, accaigjtversatility and
adaptive design are used. Service-oriented middwaor end users, developers, extension and roatddn of loT
devices is allowed. Standalone or cloud storagtesyscan be service-oriented. Since it is not effsttive, it does not
support homogenous framework deployment. To supponistrained services, there is no architecturevigion for
security techniques. Cloud-oriented middleware,ciwidonveniently captures data, analyzes and irgermtata. Security
and privacy cannot be configured by the user. $tdi@tonomy over critical details, but to supportited capital, it has no
architecture framework. Users are permitted to @ing play 10T devices with actor-oriented middlesvarhey will
uninstall the specific 10T device without disrugfiand impacting the other elements of the IoT emritent whenever the
consumer does not need an loT device. It enabtEegiion and privacy to be configured by the ub&iddleware is also
defined as service-oriented, node-based, compdres#d, clustered, distributed, client-server, basedarchitecture

nature.
IOT GROUPING BASED ON DESIGN

The simple IoT architecture consists of only thfagers, namely perception layer-performing sensing actuating,
network layer-performing data transmitting and @ssing, device layer-providing the necessity to ubker. Additional
layers are used in the five-layer architecture tovile additional abstraction to the IoT architeetuMiddleware
interconnects heterogeneous objects with the hgeeepus device is the back bone of the 10T ecasysievolving

perception-where sensor tests the data, transpget-performs transporting data function, proces$tyer-process and

evaluating the data collected through transpoiayhrough having control over the data flow, M@dare controls the
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system. The sensors and actuators have the visj@n in the middleware-based architecture alony e access layer
and edge layer. The Coordinate layer provides tistomer with a final application along with the bggtion layer. Data
objects in service-oriented architectures are etéthand exposed through interfaces. While thenigolgies and the cloud
differ, the Application Programming Interface (ARfays the same. The physical layer is often thboin fog-based
architecture, the next layer is monitoring-obsegvand testing the data obtained from sensors. Té&@nocessing layer
processes the data for processing-based resultsdém to provide data protection and privacy,sbeurity layer is liable.
Perception layer-Includes actuators and sensorsdge track the physical and environmental parasetgther certain
parameters, erase the undesirable data and trahsfelata to the actuators in order to execut®r&tiTransport layer-
Utilizing communication protocols like Zigbee, BLENFC etc., brings the preprocessed data for prowpse the
processing layer. Processing layer- Filter, formgtinformation gathered from sensors. It alsoegoand handles, via
communication protocol, the sensed data receivedn fdifferent devices. Middleware layer- To provideseful
information, it conducts conceptual and analytmaérations on the data available. It uses compugiatiorms and cloud
storage. The application layer provides the useh ain application using communication protocolshsas MQQT,

Restricted Application Protocol, and (CoAp). loThitecture is shown in Figure 6.

Table 6: Design of 10T

Application Layer Application Layer Applications dmsport Layer
Application Layer Middleware Layer Coordination Layer Serwc_e_ Security Layer
Composition
Network Layer Processing Layer Middleware Layer Service Storage Layer
Y gLay Y Management 9 y
Perception L Object Pre-processing
Layer Transport Layer Backbone Network Layet Abstraction Layer
. Perception| Access Layer . Physical Layer
Perception Layer Layer Edge Layer Objects Physical Layer
Three Layer Five Layer Middleware based Serviceraed Architecture Fog based

IOT PLATFORM GROUPING

The loT interface bridges hardware and technoldde IoT platform is a feature of middleware thaikf gateways,
cloud, server and device networks. Infra layerqens intercommunication between devices, messadgadure,

connection layer-enables communication betweenwsnal and cloud to transfer data for data analytacgsses, core
layer-collects data, identifies the device, manabesdevice, updates the software framework. Fimerproduced reports,
the results can be calculated. To process the iddtames the rules. Reports are created basdteorules applied. This

layer connects the network, the gateways, to thedcbr device layer.
CONCLUSIONS

Because of the Internet and the apps generateldeoimternet, the environment has changed the wawaevk, move and
do business. The Internet is predominantly based t¢otally beneficial growth. Without 10T, contattirned out to be
unlikely in all cases. IoT will change everythingdais the cornerstone of a modern technologicalsfamation, referred
to as Business 4.0. It is the secret to organizsfigities and culture as a whole being digitalwmged. A variety of
sensors are built into the 1oT. By having commutiice between smart devices, the 10T has the ahititextend its
visibility. These systems are fitted with featusegh as identification, sorting, interaction, netiiag and service. Due to
their small nature, less weight and cheap use s and actuators is omnipresent. This papeligeswan overview of

the emerging loT based on power and performancganization, life cycle based on operation, opegatiystem,
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infrastructure, storage of middleware, portal, rety technologies of communication, applications.order to improve
people's convenience and quality of life, a sesfechnologies are involved. In order to face diféculties that occur as
vast quantities of data are managed by the loTeared needs to tackle key problems such as syatdlitonymity,

scalability, interoperability, mobility and availdity.
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